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T System(softwareandhardware)yuality assuranceverification,validation,andtesting;debuggingmetrics
and measurementsecurity and safety evaluation;intrusion detectionand prevention;fault tolerantand
disasterrecovery; dependablecomputing, survivability, and resilience; data protection and privacy;
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compliance; monitoring and auditing

¥ Quality engineeringand managementoff-line and on-line quality control; statistical/engineeringrocess
control; quality planning, improvement, and management; ISO certification; Six Sigma

¥ Reliability engineering:estimationand prediction methodologiesdata analysisand modeling; system
reliability design and optimization; reliability/life testing

T Maintenanceengineeringreplacementpreventive andpredictive;condition-baseanaintenancestrategies
and models;correctivemaintenancemaintainability designand availability optimization;computerized
maintenance management systems and e-maintenance framework

¥ Techniquesand technologiesfor performanceevaluation and improvement; human dimension of
performability engineering and management

TRisk perception and analysis: quantitative and probabilistic risk assessmentyisk minimization,
management, and governance

T Product design and optimization: product life cycle managementproduct warranty; cost analysis;
environmentategulationsaanddirectives;useof improvedmaterialsanddematerializatioim productand/or
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FIndustry best practices: application and empirical evaluation; reviews; supporting tools and automation

Performability engineeringis a holistic interdisciplinary approachto optimally engineerdependableand
sustainable systems, products, and services.
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